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Course Language English

Course Duration Total Number of hours: 40 Hours

Days: 05 , Time: 8 am till 4 pm                    

Course Objectives

• The importance of Information Security Management System

• What are the changes from previous version of ISO 27001

• How to assess and review documentations against ISO 27001 

requirements 

• How to plan, conduct and conclude an ISO 27001 audit

• How to prepare an Audit report and analyze corrective actions

Course Content

Course Key Topic Area Includes:

• Information Security Management System – Introduction
• ISMS Purpose and Benefits
• The ISO/IEC 27000 family of standards
• ISO/IEC 27001 –New Changes
• ISO/IEC 27001 Requirements of the standard
• Audit and its objectives
• Principles of Audit
• Types of Audit and Parties involved.
• Competence and Evaluation of Auditors
• Stage 1 and Stage 2 Audits
• Audit Program and Audit Plan
• Conducting an Audit
• Audit Findings and Report
• Audit Conclusion
• Audit follow-up activities



Learning 
Outcomes

At the end of the program the trainees will be able to:
• How to understand the purpose of information security 

management systems and its application
• How to understand the principles and methods of performing 

audits against ISO 27001
• How to define the roles and responsibilities of an auditor and a 

lead auditor 
• How to use ISO 19011 to prepare, perform and lead an audit
• How to evaluate and report audit findings and address effective 

follow-up activities.

Target Audience

• Those wishing to understand/audit/ validate implementation of 
a formal ISMS in accordance with ISO/IEC 27001: 2022.

• Existing security auditors who wish to enhance their auditing 
skills.

• Consultants who wish to provide advice on ISO/IEC 27001: 2022 
systems certification.

• Information Security Analyst, Supervisors, Managers etc.

Course Material
/Technology used/ 
Details Relevant to 
the course.

The course includes a series of presentations, Examples, Exercises 
involving group activities and Sharing of Practical Experiences.
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